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Technology and System Plan

T

he increasing reliance on information technology resources at Crossroads YFS requires that everyone in the organization uses these resources in a responsible and effective manner.  Responsible behavior is a vital component in achieving the most efficient use of these resources. The purpose of this policy is to establish guidelines for the appropriate and responsible use of information technology resources by Crossroads YFS staff.

Information technology resources shall be interpreted to include all Crossroads YFS computing and telecommunications services, electronic equipment, hardware, software, networks and related services which are used for the support of Crossroads YFS programs and services. 
To identify gaps and opportunities in the use of technology, leadership supports the ongoing assessment of:  

a. the organization’s current use of technology and data, including:



(1) Hardware.



(2) Software.



(3) Communication technologies.



(4) Sensitive data.



(5) Services purchased or contracted.


(6) Assistive technology
Crossroads YFS will ensure that any staff person who needs assistive technology or other supports to enable them to utilize information technology resources to adequately perform their job functions will be provided such supports.


b. Crossroads seeks input on the organization’s use of technology from:



(1) Persons served.



(2) Personnel.



(3) Other stakeholders.
Technology resources are a vital component of the organization’s programs and services.  These hardware resources are provided to staff members for fulfilling organizational goals.  
The leadership is knowledgeable about the organization’s technology systems and is actively involved in its technology planning rather than it being considered the sole responsibility of or purview of information and technology personnel.  
This plan is based on the current use of technology and data and identification of gaps and opportunities in the use of technology and includes:


(1) Goals.



(2) Priorities.



(3) Technology acquisition.



(4) Technology maintenance.



(5) Technology replacement.



(6) Resources needed to accomplish the goals.



(7) Timeframes.


Supports:



(1) The business processes of the organization.



(2) Protection of sensitive data.



(3) Efficient operations.



(4) Effective service delivery.



(5)  Access to services.



(6) Performance improvement.
Crossroads YFS utilizes the technology resources described in this Plan to support Information Management and Performance Improvement Activities as specified in the Performance Analysis Plan.


d. Aligns with the organization’s strategic plan.


e. Is reviewed and updated as needed.
Currently Crossroads contracts with an outside service provider and this information is contained within their service plan.

Crossroads implements written policies and procedures in the following areas: 
a. Acceptable use.
All Crossroads YFS staff are accountable for using these resources (i.e. computers, tablets, cell phones, networks, internet, email, and USB drives) in a responsible, ethical and lawful manner.  Any Crossroads YFS staff who abuses these resources has engaged in unacceptable conduct.  Activities that intentionally damage or interfere with the work of other users are especially inappropriate and may constitute improprieties under Oklahoma State and/or Federal law. The organization encourages authorized and trained personnel, with access to technology resources, to utilize these resources whenever necessary.  However, use of any of these resources is a privilege subject to revocation.  Technology resources and all their contents are the property of this organization and intended for use in conducting official business with limited exceptions noted elsewhere in this policy.
Employee-owned equipment shall not be brought to a Crossroads YFS site for the purpose of continual day-to-day usage.   Crossroads YFS will not assume the liability for repairs, upgrades, or risk in the event of any type of loss for employee-owned equipment.
Social Networking: Crossroads Youth & Family Services recognizes the value of using social networking (e.g. online networking, email discussion lists, social news sites) for legitimate business purposes.  However, social networking should be used in a manner that it does not interfere with an employee’s primary job responsibilities.  The following guidelines apply at any time, not just during work hours, when social networking (including blogging, microblogging, videosharing, lifecasting networking, podcasts as well as comments posted on websites) is being used:

1. Personal blogs and personal posts should have clear disclaimers that the views represented by the author in the blog is the author’s alone and do not represent the views of the agency.

2. Proprietary or confidential information is not to be discussed or referred to on such sites even in private messages between site members who have access to information.

3. Posts may not include derogatory, negative, and/or disparaging comments about the agency, clients, co-workers, supervisors, or the workplace environment.

4. All social networking should occur in compliance with the Crossroads Youth & Family Services’ Code of Conduct, Code of Ethics, and Standards of Conduct.

5. Company logos may not be used without written consent.

6. Individuals who use social networking are responsible for reading, knowing, and complying with the terms of service of the sites they use, and are personally responsible for any materials they publish.

Violations of this policy may result in disciplinary action, up to and including termination.

Inappropriate Actions:  Examples of inappropriate actions under this policy that could lead to disciplinary action include, but are not limited to, the following:

· Improper or inappropriate use of the Internet at anytime, not just normal work hours, including but not limited to, chat rooms, pornographic materials, downloading unauthorized software,  blogs or other social media platforms, music download services, games both downloadable and online, etc.

· Unauthorized access, alteration or destruction of another user’s data, programs, electronic mail or voice mail.

· Willful acts to publish, distribute or exhibit any obscene expression.

· Attempts to obtain unauthorized access to either local or remote computer systems or networks.

· Attempts to circumvent established security procedures or to obtain access privileges to which the user is not entitled.

· Attempts to modify computer systems or software in any unauthorized manner.

· Unauthorized use of computing resources for private purposes.  Authorization can only be granted by the Executive Director.

· Transmitting unsolicited material such as repetitive mass mailings, advertising or chain messages.

· Use of computer or telecommunication resources to violate any federal or state statute or Crossroads YFS policy.

· Downloading and/or using computer games or other unauthorized software programs is explicitly prohibited.


· Video/audio taping or photographing persons served by Crossroads YFS without notifying them and seeking their consent.

These items will be reviewed annually by all employees, whereupon they will sign and date a response that will be returned to Human Resources indicating their acceptance of these policies and willingness to adhere to the principles outlined.
Confidentiality:  Staff may use approved electronic client tracking systems (i.e., JOLTS or ChildPlus) to enter and transmit confidential client information to approved contract sources.  For all other electronic transmittals of confidential client information, please refer to the Confidentiality and Privacy policies found elsewhere in this manual.

Program directors and supervisors shall advise users in their areas of these policies and may also issue additional “conditions of use” for facilities under their control.   Such conditions must be consistent with this policy but may provide additional detail, guidelines, restrictions and/or enforcement mechanisms appropriate to their area. Programs or individual sites may require signatures of individuals acknowledging an understanding of these policies and conditions before providing access. 

Violations of this policy may lead to suspension of the user’s computer logon ID and/or disciplinary action to be handled by a supervisor, program director and/or the Executive Director as appropriate.  In any investigation of misuse of information technology resources, the System Administrator may inspect the contents of computer files, system output, electronic mail and other related materials, following procedures established by the Crossroads YFS.  The System Administrator may also from time-to-time inspect the contents of any information technology resources to ensure compliance with this policy.

b. Backup/recovery.
Servers are backed up on an hourly basis to a secure, online cloud platform. Regular monitoring and testing of backup and restore processes to verify they function as expected occurs regularly. This should allow the restoration of data in a disaster scenario without much, if any, data-loss.
c. Business continuity/disaster recovery.
In the unlikely event that all servers were destroyed or rendered useless, the organization would need to immediately purchase new servers and other necessary hardware, retrieve the most recent backup from the cloud, and organization operations could continue. 
A test of written procedures for business continuity/disaster recovery:

a. Is conducted at least annually.


b. Is analyzed for:



(1) Effectiveness.



(2) Areas needing improvement.



(3) Actions to address the improvements needed


(4) Implementation of actions


(5) Whether the actions taken accomplished the intended results



(6) Necessary education and training of personnel.

c. Is evidenced in writing, including the analysis.


d. Security, including:



(1) Access management.
Staff are responsible for any computer logon ID/password assigned to them.  Users must take all appropriate measures to secure their logon ID/password and must not abuse the privileges granted to the logon ID/password. Employees will not permit unauthorized persons to use the organization’s technology resources systems.  To avoid breaches of security, employees should log off any personal computer that has access (either locally or remotely) to the organization’s computer network, e-mail system, the Internet, or sensitive information whenever they leave their workstation for an extended period of time.



(2) Audit capabilities.
 Audit logs showing who has accessed a computer system and what operations the person has performed can be accessed. 


(3) Data export and transfer capabilities.
Each program or service should protect the confidentiality, integrity and availability of electronic information under their control.  Individuals must not engage in activities that will compromise this information.  With the advent of “Flash Drives”, employees must take extraordinary care to prevent accidental loss of the unit containing sensitive information.   Such data stored on the “Flash Drives” shall be encrypted or password protected.   The System Administrator will help users in securing data on their drives.



(4) Decommissioning of physical hardware and data destruction.
Crossroads Youth & Family Services brings new technology to the organization in an effort to improve organization efficiency.  Each year, Crossroads YFS purchases new hardware to replace outdated or obsolete equipment.  Each new machine is wired to a network and loaded with current software.  Older machines are relocated, sent to surplus or disassembled for parts. Hardware will be disposed of in a method without risking access to data.  



(5) Protection from malicious activity.
Each of the organization servers have anti-virus software installed to protect against malicious software such as worms, viruses, trojans, spyware, adware, or rootkits.  Each work station participating in the network will have anti-virus protection.  Anti-virus updates are downloaded as appropriate from the Internet into each server.  For those organization computers not participating or connected to the server, Anti-Virus software is installed.  For those remote sites connected to the Internet, anti-virus updates are downloaded as appropriate. 


(6) Remote access and support.
Designated staff may be granted remote access with organization owned devices to organization information and technology in order to fulfill their job responsibilities. Access may be temporary, ongoing, or limited to specific days or hours depending on their position.  The contracted service provider has established secure remote access networks, and remote users access secure cloud-based programs.


(7) Updates, configuration management, and change control
Crossroads YFS -maintains an inventory of all computers owned by the agency.  Subject to the availability of funds, technology additions and replacement requests will be performed annually within the budget process for the purpose of making needs visible throughout the organization.  Through this process, conscious decisions and good business practices will guide the implementation of technology. 
Copyrighted software must only be used in accordance with its license or purchase agreement and must NOT be copied or altered except as permitted by law or by the software licensing agreement.  Unauthorized copying, distribution or use of licensed software is a crime and individuals will be held legally liable for these actions.  Any hardware enhancements or additions to organization owned equipment must be approved and authorized by the Executive Director or his/her designee. The System Administrator is responsible for determining proper installation procedures.
Due to the rapidly changing world of technology, this Technology and System Plan will be evaluated each year for changes or amendments, in order to accomplish the following:

· Enhance individual services.

· Improve efficiency and productivity of personnel

· Communicate with stakeholders.

· Improve services to isolated populations when applicable.
Video Surveillance Policy:  Crossroads YFS recognizes the need to ensure the safety and security of persons served by the agency as well as agency employees, visitors, and property.  Proper video surveillance has been determined to be an effective means of ensuring such safety and security.  While video surveillance cameras are installed primarily for safety and security reasons, Crossroads’ video surveillance systems will be designed and maintained to minimize privacy intrusion.  This policy applies to all types of camera surveillance systems, surveillance monitors, and/or camera recording devices that are used for security purposes at properties owned or leased by Crossroads YFS. 
Given the need to provide for the safety and security of persons served, employees, and visitors who may be present at all or varying hours of the day, Crossroads’ video surveillance systems may operate at any time in a 24-hour period.  Video surveillance equipment shall be installed to monitor only those spaces that have been identified by Crossroads YFS as requiring video surveillance.  In no event will video surveillance occur inside areas in which there is a heightened expectation of privacy such as restrooms or other rooms likely to be used by persons served, employees, or the public for the purpose of disrobement or where disrobement might reasonably occur. 

Crossroads YFS shall post visible signs at each property under video surveillance that inform persons served, the public, and employees that the property is being monitored by video surveillance equipment for the purpose of ensuring safety and security.  

Only authorized personnel acting within the scope of their responsibilities shall be permitted to operate video surveillance systems or view video surveillance records from an office or home location. Viewing of the video surveillance records shall be on a need-to-know basis only and for management purposes. 

Records resulting from video surveillance may be retained by authorized Crossroads’ personnel for a period of 14 days or longer depending on the recording device and technology.  A record will only be stored longer than fourteen (14) days where it may be required as part of a criminal, safety or security investigation; for evidentiary purposes; or for employee supervision.  

A staff member receiving an inquiry from any person not employed by Crossroads YFS with the exception of law enforcement personnel regarding the Video Surveillance Policy shall direct the inquiry to the Office of the Executive Director and/or his / her designee.  Consideration for viewing or release of video shall be given for the following purposes:  law enforcement, investigative reasons and/or other purposes related to program operation.
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Disaster Recovery Preparedness:  









INTERNET SERVICE PROVIDERS, E-MAIL AND WEBSITE HOSTING AND TECHNICAL SUPPORT

Crossroads YFS currently contracts with American Telephone and Telegraph (AT&T) for telecommunications and Internet services.  Other Internet Service Providers will be contracted as needed.

ANNUAL UPDATE




· 
· 
· 
· .

�Have Gary add this section (section J in  CARF)





�Double check BNB plan to make sure it contains all the above requirements. 


�We need to obtain written test results/ report.


�Get telemed policy from Jennifer F.
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